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Welcome!

AUDIO
• If you are experiencing audio issues using your computer’s speaker, you can 

call in via a phone by calling:
(631) 992-3221 Access Code: 946-700-564

QUESTIONS
• Use the “Questions” panel to submit any questions throughout the webinar.

RECORDING
• This webinar is being recorded. A link to the recording will be emailed to you 

following the webinar, as well as posted on the Bank First website.
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1 (631) 992-3221
946-700-564 #

987-762-363



Chad Knutson
o President, CISO, Partner
o CISA, CRISC, CISSP
o Master’s of Information Assurance
o Phone: 605-480-3366
o chad@sbscyber.com
o www.sbscyber.com

SBS Institute
o sbsinstitute@sbscyber.com
o 605-269-0909

Contact Information

Follow us on Social:

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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mailto:chad@sbscyber.com
http://www.protectmybank.com/
mailto:sbsinstitute@protectmybank.com


• CYBERSECURITY
o What are the biggest threats today?

• POTENTIAL IMPACTS
o How is your business at risk?

• TAKEAWAYS
o How to mitigate cybersecurity risk (systems, training, etc.)
o Insurance
o Resources to partner with

Agenda

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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CYBERSECURITY



Why?
• Evolving Threat Landscape
• CyberSecurity trends and evolving risks and threats

Business

Third 
PartyClient

Source

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/


Source

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://enterprise.verizon.com/resources/reports/dbir/


Incidents vs Breaches

Source

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com

8

https://enterprise.verizon.com/resources/reports/dbir/


SolarWinds Attack

Source

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://securityaffairs.co/wordpress/114598/apt/solarwinds-supply-chain-effort.html


Source

Microsoft Exchange Vulnerability

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://news.sophos.com/en-us/2021/03/05/hafnium-advice-about-the-new-nation-state-attack/


• Largest fuel pipeline in the U.S
• $4.4 million in Bitcoins paid to “DarkSide”
• Stole nearly 100 gigabytes of data
• Cause: single compromised password
• April 29 through a VPN account (no longer used account)
• Ransom May 7th, controller's shutdown pipeline (first in 57 years)
• May 12th, resumed service. 
Source

Colonial Pipeline

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password


©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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Sign Up

CISA Alerts

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://www.cisa.gov/uscert/ncas/alerts


Critical Infrastructure

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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1. Direct attacks against critical infrastructure sector

2. Indirect collateral damage from attacks

3. Unaffiliated cybercriminals leveraging opportunity

Russia Cybersecurity Concerns

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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POTENTIAL IMPACTS



Ransomware Trends

https://www.coveware.com/blog/2021/10/20/ransomware-attacks-continue-as-pressure-mounts

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://www.coveware.com/blog/2021/10/20/ransomware-attacks-continue-as-pressure-mounts


Ransomware Trends

https://www.coveware.com/blog/2021/10/20/ransomware-attacks-continue-as-pressure-mounts

©2022 SBS CyberSecurity, LLC 
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https://www.coveware.com/blog/2021/10/20/ransomware-attacks-continue-as-pressure-mounts


Ransomware Trends

https://www.coveware.com/blog/2021/10/20/ransomware-attacks-continue-as-pressure-mounts

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://www.coveware.com/blog/2021/10/20/ransomware-attacks-continue-as-pressure-mounts


Ransomware Raas

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com

20



Ransomware Stats

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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• Eliminate or Secure RDP
• Offline Backups
• MFA
• Patch Management

Ransomware Best Practices

Source

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://www.cisa.gov/uscert/sites/default/files/publications/AA22-040A_2021_Trends_Show_Increased_Globalized_Threat_of_Ransomware_508.pdf


• Phishing email UPS shipment
• Ransomware Infection
• Took manufacturing systems offline
• Couldn’t print and sign a contract
• Costing $500K per day in loss revenue
• Took 7 days to regain partial operations
• Additional 7 days to restore fully
• Paid $400K in ransom, decryption too slow

Aerospace Manufacturing

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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TAKEAWAYS



CIS Top 18 Cyber Controls

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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NIST Cybersecurity Framework

Source

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf


• Descriptive information
• Fundamentals of security
• Worksheets and examples

Small Business Information Security: the Fundamentals (nist.gov)

NIST 7621

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf


• Require individual user accounts for each employee.
o Hacker has access to more information
o No accountability for user activity
o Security compliance challenges

NIST 7621

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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• Limit employee access to data and information
o The more access you give an employee, the more you risk giving to hacker
o Use Need to Know access model
o Data privacy concerns

NIST 7621

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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• Patch your operating systems and applications
o NOT just “Windows” but also Adobe, Office, Chrome, … Anything
o System firmware
o Don’t forget Firewalls and Networking equipment
o At least monthly, consider weekly
o Critical vulnerabilities must be patched in hours
o Make backups before updating

NIST 7621

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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Train your employees
• Phishing #1 and #2 largest business risk

NIST 7621

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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Make incremental backups of important business data/information
• Ensure they are complete and work. Test.
• Keep copies offline (Ransomware Proof)
• Make copies often. How much can you loose?
• Replication doesn’t count.

NIST 7621

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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Use strong passwords
• Defaults – Change Them
• Reuse – Never Reuse
• Complexity – Make LONG

NIST 7621

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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Consider cyber insurance

NIST 7621

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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• Consider a tabletop test – roleplay ransomware 
o SBS Testing Example – various testing scenarios
o Testing video - Successful Tabletop Testing Strategies

• Document a Plan
• Learn from other businesses incidents

Be Prepared – Incident Response

©2022 SBS CyberSecurity, LLC 
www.sbscyber.com
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https://sbscyber.com/DesktopModules/DnnSharp/SearchBoost/FileDownload.ashx?file=7451&sb-bhvr=1
https://sbscyber.com/resources/hacker-hour-successful-tabletop-testing-strategies


YOU COULD WIN A $100 VISA® GIFT CARD!  

Following the live webinar, all attendees will have the opportunity to complete a short 
survey.  Those who complete it will automatically be entered to win a $100 Visa gift 
card!  A winner will be randomly chosen from all survey responders and be contacted 
via email by Tuesday, April 5, 2022. The survey will be prompted at the end of the 
webinar and will be included in the follow-up email.

QUESTIONS?

If you have any questions following the webinar, please contact your local Bank First office. The webinar recording 
will be sent following the webinar.
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We Want To Hear From You!



THANK YOU FOR JOINING US!

www.bankfirst.com | MEMBER FDIC
EQUAL HOUSING LENDERwww.sbscyber.com
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